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Policy Overview
It is 3DS OUTSCALE’s policy to be in full compliance with all applicable laws and 

regulations. Compliance with ITAR requirements and other applicable export laws and 

regulations is critical to 3DS OUTSCALE’s mission in support of US Government entities. 

Specifically, all officers, directors, employees, and agents of 3DS OUTSCALE are required 

to comply with the terms and provisions of The Arms Export Control Act and the 

International Traffic in Arms Regulations (“ITAR”) implemented and enforced by the U.S. 

Department of State. 

The U.S. export-control laws and 

regulations are intended to protect the 

national security, economic, and foreign 

policy interests of the U.S.; civil and 

criminal corporate and individual fines and 

penalties may be imposed for violation of 

these laws and regulations. In addition to 

fines and penalties, administrative actions 

may be taken against 3DS OUTSCALE and/

or individual officers, directors, employees, 

and agents that include the revocation or 

suspension of export privileges. 

3DS OUTSCALE’s Export Compliance 

policy will be implemented through the 

processes and procedures described in 

the 3DS OUTSCALE ITAR System Security 

Plan (SSP) and any associated policies and 

procedures documents. These policies, 

as well as the 3DS OUTSCALE ITAR SSP, 

advise all 3DS OUTSCALE employees 

and customers of their compliance 

responsibilities relating to exporting to any 

non-US Persons. Under no circumstances 

will 3DS OUTSCALE transact, export, re-

export, or import in contravention of U.S. 

laws or regulations. 3DS OUTSCALE will 

view the failure of an officer or employee 

to comply with these policies as a serious 

violation of ITAR requirements, and the 

person will be subject to disciplinary 

action for such violation. Disciplinary 

action may include reprimand, probation, 

suspension, reduction in salary, demotion, 

dismissal, and/or legal ramifications.
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3DS OUTSCALE expects all employees and contractors, under the direction of senior management, to comply with the requirements of 

3DS OUTSCALE ITAR policy. Although the details of export regulation can be complex, 3DS OUTSCALE has designed a straightforward 

compliance program that requires all employees’ cooperation and compliance. 

The program is designed around three fundamental principles: 

 3DS OUTSCALE’s obligation to adhere rigorously to all applicable 

export-control laws and regulations. 

 3DS OUTSCALE’s commitment to inform third-parties that there 

are restrictions on export and re-export of products and associated 

services, and an obligation to ensure that third-party service providers 

undertake steps to comply with all applicable limitations.  

 An understanding that no export or import will take place if there 

is any doubt as to its permissibility under this program or under 

applicable export-control rules more generally. In the case of any 

doubt, the concerned employee should consult with the Export 

Control Officer prior to consummation of the transaction. Where 

necessary, the Export Compliance Officer, in turn, will consult with 

outside consultants or counsel. 



ITAR White Paper 4

This program is applicable 

to the 3DS OUTSCALE 

US ITAR region and 

datacenters.

3DS OUTSCALE Export Control 
Program (ITAR)
Purpose

The U.S. Government and the management of 3DS OUTSCALE takes export violations very 

seriously. Any questions concerning the legitimacy of a transaction or potential violations 

should be referred to 3DS OUTSCALE immediately. Export compliance is a requirement 

at 3DS OUTSCALE, and it is a shared responsibility. Customer involvement in the process 

is vital to helping 3DS OUTSCALE ensure thorough safety and security through full and 

complete compliance with ITAR regulations. This 3DS OUTSCALE ITAR white paper 

provides an overview of the implementations of the 3DS OUTSCALE ITAR policy directives 

for the 3DS OUTSCALE Export Control Program (ECP).

The Office of Defense Trade Controls 

Compliance (DTCC) recommends that the 

exporter, temporary importer, or broker of 

a defense article or provider of a defense 

service pay attention to the following:

  Complete registration requirements

  Know the relevant U.S. Munitions 

List category

  Know the end user and end use of the 

defense article or service

  Know prohibited destinations

  Screen all parties

  Ensure party names are accurate 

and complete

  Know whether the transaction is covered 

by an exemption and, if so, understand 

exemption requirements

  Ensure all information provided on a 

request for license or other approval 

is accurate (e.g. valuation for 

Congressional notification)

  Be aware of the reporting requirements 

under 22 CFR §130

  Know who is responsible for filing, 

retention, and return of export licenses 

and filing of export information under 22 

CFR §123.22
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Technology and Technical Data
Technology is defined broadly under 

the relevant regulations and includes 

the specific information necessary for 

the design, development, production, 

manufacture, assembly, operation, repair, 

testing, maintenance, or modification of 

controlled goods under the USML. 

  Technical assistance includes, but is not 

limited to, instruction, skills, training, 

use or communication of working 

knowledge, and consulting services.  

  Technical data includes, but is not 

limited to, blueprints, plans, diagrams, 

models, formulae, tables, engineering 

designs and specifications, manuals and 

instructions written or recorded on other 

media or devices such as disk, tape or 

read-only memories. 

Defense Services
Defense services are defined as the 

furnishing of assistance, including training, 

to foreign persons— whether in the U.S. 

or abroad—in the design, development, 

engineering, manufacture, production, 

assembly, testing, repair, maintenance, 

modification, operation, demilitarization, 

destruction, processing or use of defense 

articles. The furnishing of technical data to 

foreign persons is also a defense service. 

Classification 
Classification directs the controlled 

release of sensitive export data through 

the use of labelling—ensuring the correct 

information goes to the correct recipient 

based on their organization, role, and 

clearance level.

This approach involves the user in the 

identifying, labelling, and marking of 

ITAR-related emails and documents 

as part of a compliance program with 

an ITAR tag (metadata or banner) or 

watermark. They simply select the 

appropriate ITAR-related visual label 

before they can send, save, or print 

information. The labels attached to ITAR-

related data validate export-controlled 

information and are only shared with 

or made accessible to ITAR-approved 

individuals through the implementation of 

security controls and enforcement of 3DS 

OUTSCALE policy.

Involving the user brings export control 

policies to life, making them deployable 

and translating them into actionable 

controls at all points in the ITAR data 

workflow at which sensitive data is 

handled. Before they send an email or 

document, users are reminded that they 

need to comply with 3DS OUTSCALE 

policy—which dramatically reduces 

the risk of common, unintentional 

policy violations—and increases the 

effectiveness of the Export compliance 

program. 

Asking employees to make decisions 

about how data is stored and transmitted 

raises awareness of sensitive information 

and encourages proper handling across 

the organization. 
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3DS OUTSCALE Overview
3DS OUTSCALE Offering

3DS OUTSCALE provides an enterprise-class IaaS cloud (“3DS OUTSCALE Cloud”) 

solution for on-demand computing infrastructure that is highly configurable and 

interoperable. The 3DS OUTSCALE cloud allows for a flexible infrastructure with the 

ability to deploy customer Virtual Machines (VMs), provide secure cloud storage using 

Object Storage Unit and/or networking. IaaS customers can install their own applications 

and data in the provided virtual environments, with resources that can be categorized as 

compute resources, storage resources, and network and security resources.

The 3DS OUTSCALE Cloud is a multi-tenant 

cloud offering. Customers can leverage the 

3DS OUTSCALE Cloud in multiple ways, 

from building, deploying, managing, and 

delivering applications/services, to storing 

files and managing network resources. The 

3DS OUTSCALE Cloud was designed to 

provide a secure, configurable, and scalable 

hosting environment built to comply with 

US Government security standards and 

requirements. 3DS OUTSCALE has developed 

this cloud with specific personnel and security 

requirements in order to assist customers in 

complying with their Export Control Programs, 

including compliance with ITAR requirements.  

ITAR restricts the export and import of defense-

related articles and services listed on the United 

States Munitions List (USML). 

Per the U.S. Government regulation, all 

manufacturers, exporters, and brokers of defense 

articles, defense services, or related technical 

data must comply with ITAR requirements.

3DS OUTSCALE has adopted a security 

framework based on the National Institute 

of Standards and Technology (NIST) Special 

Publication (SP) 800-171, detailing security 

controls required to protect Controlled 

Unclassified Information (CUI); in this instance, 

ITAR data. 3DS OUTSCALE has leveraged these 

controls and further expanded upon them by 

mapping each requirement to NIST SP 800-53 

Rev 4. NIST SP 800-53 creates and promotes 

the standards used by federal agencies to 

comply with the Federal Information Security 

Management Act (FISMA) and manage other 

programs designed to protect information and 

promote information security. 3DS OUTSCALE 

implements security controls across all 

components of the IaaS technology stack and 

provides capabilities for customers to meet 

security control requirements as specified under 

NIST 800-53.

Digital Realty Trust—

who have their staff 

onsite 24x7, 365 days a 

year—manage, monitor, 

and administer the 

data centers.
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3DS OUTSCALE manages the following services on behalf of the 

customer as part of the IaaS offering:

  Data Center: physical environment, including physical security, 

controlled access, fire prevention and suppression, temperature 

and humidity control, power, and Internet connectivity.

   Physical Hardware: Server, storage, and networking infrastructure.

  Virtualization: VMWare hypervisor management, to include 

preconfigured deployment templates using VMWare vCenter 

and 3DS OUTSCALE Machine Images (Linux/Windows).

   Networking: Administration of the physical routers, firewalls, 

and switches. Customers are responsible for network 

administration within their dedicated tenant, to include 

configurations of Security Groups and VPCs.

   Operating System: Platform services to help implement and 

manage Microsoft Windows and/or CentOS Linux operating 

system administration.

   Backup and Disaster recovery: System backups and replication 

to stand by site. 
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Datacenter and Physical Infrastructure
3DS OUTSCALE leverages Digital Realty as a datacenter provider.  

Digital Realty provides secure and reliable datacenter solutions. 

The primary datacenter is located in Clifton, New Jersey; the 

secondary datacenter is located in Santa Clara, California. 

Datacenter security is the responsibility of the datacenter 

providers. These services are provided to 3DS OUTSCALE after 

being properly evaluated to meet 3DS OUTSCALE functional 

security requirements and specifications and are defined and 

agreed upon via contract. 

The datacenters maintain Service Organization Control  

(SOC) 2 Type II attestations, which are available for distribution  

upon request.

Digital Realty maintains on-site staff twenty-four hours per day, 

seven days per week; who are responsible for the maintenance, 

monitoring, and operation of the power, cooling, ancillary 

building systems, and physical security. Access to the datacenters 

is restricted and controlled. Only authorized individuals who have 

been granted access to the datacenter can enter the facility.

The datacenter services consist of physical and environmental protection services 
including, but not limited to, the following: 

Physical security Heating, 
ventilation, and 
air conditioning 

(HVAC) 

Fire detection 
and fire 

suppression 

Power Network 
connectivity

Remote hands
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3DS OUTSCALE System Description
Cockpit 

Cockpit is a web interface developed by 3DS OUTSCALE that enables customers to easily 

create and manage their resources in the 3DS OUTSCALE Cloud. Customers can leverage 

Cockpit to:

  Create, get, and manage access keys

  Manage account information and 

Cockpit passwords

  Create and manage users, groups, and 

permissions within their account(s)

 -  Create users or groups of users and 

the associated access keys

 -    Modify users, their access keys, 

managed policies, and set their 

default version

 -  Attach/detach managed policies to 

users or groups

 -  Delete users, groups, user access keys, 

and managed policies

  Launch and manage instances 

(individual virtual machines (VMs)):

 -   Launch predefined or custom instances

 -  Modify instances and manage 

their lifecycle

 -  See the console output

 -  Get the administrator password 

for instances

 -  Create and manage keypairs to use 

for instances

  Create and manage 3DS OUTSCALE 

Machine Images (OMIs):

 -  Get information about available official 

3DS OUTSCALE provided OMIs

 -  Create private OMIs and share them

 -  Delete private OMIs

  Create and manage volumes 

and snapshots:

 -   Create volumes

 -   Attach or detach volumes to instances

 -  Create snapshots of a volume

 -  Create OMIs or volumes from 

a snapshot

 -  Share snapshots

 -  Delete volumes and snapshots

  Create and manage security groups:

 -  Create security groups for the Cloud 

or for a Virtual Private Cloud (VPC)

 -  Specify the security groups to 

use when launching or creating 

an instance

 -  Add or remove security group rules 

for inbound and outbound flows

 -  Delete security groups 

  Create and manage VPCs and 

associated resources:

 -  Create VPCs with the CIDR block of 

their choice

 -  Create subnets within VPCs

 -  Create Internet gateways and attach 

them to VPCs

 -  Create route tables 

 -  Set the main route table for a VPC

 -  Enable or disable route propagation

 -  Create and manage NAT gateways

 -  Delete VPCs and associated resources 

  Create and manage load balancers:

 -  Create Internet-facing and internal 

load balancers

 -  Manage SSL certificates and configure 

load balancers for SSL termination

 -   Register and deregister 

back-end instances

 -  Configure health checks

 -  Enable access logs
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Compute
Flexible Compute Unit (FCU) – Instances

An instance is a virtual machine launched 

in the Cloud or in a Virtual Private Cloud 

(VPC)—composed of compute, storage 

and memory elements—which runs, at 

a minimum, an Operating System (OS) 

and can host applications. Customers 

can choose between different hardware 

configurations—called instance types—

and between different machine images to 

serve as a template for the instances to 

be launched.

An instance is the exact equivalent of a 

physical machine, virtualized and launched 

in the Cloud using an 3DS OUTSCALE 

machine image (OMI) as a template and an 

instance type as hardware configuration.

3DS OUTSCALE Machine Image (OMIs)

An OMI is a machine image used as a 

template to launch instances based on 

a Block Storage Unit (BSU) volume as 

the root device. An OMI provides, at a 

minimum, an OS (Linux or Windows), 

and can provide software applications or 

copies of other BSU volumes.

OMIs enable a customer to launch 

instances with a predefined software 

configuration and relevant applications 

that may be needed, without having to 

install the same software applications to 

all the instances launched for a specific 

use case.

3DS OUTSCALE provides official OMIs 

that 3DS OUTSCALE creates and 

supports; customers can also create OMIs 

from snapshots of previously created 

instances. By default, these OMIs are 

private. The owner of a private OMI 

can share it with one or more specified 

customer users. 3DS OUTSCALE does 

not maintain private OMIs; instead, the 

customer maintains the private OMIs.

Flexible GPUs (Only by Customer Request)

Flexible GPUs (fGPUs) are resources used 

for graphic rendering and large parallel 

computation in the Cloud. Customers 

can allocate fGPUs to their account and 

attach/detach them from their instances. 

Storage
Block Storage Unit (BSU)

BSU volumes are virtual hard drives that 

can be attached to an FCU (Flexible 

Compute Unit) instance to store data. A 

volume is defined by its size and IOPS 

(input output per second) capacity.

When an instance is created, a volume 

is automatically created and attached 

to that instance in order to store all data 

related to the operating system (OS); 

this volume is called a root device and 

appears in the Volumes tab of Cockpit. 

Root devices have a default size of 10 

GB for Linux, CentOS, and Windows 

instances. Customers can store data on a 

root device. However, depending on the 

block device mapping configuration of 

the 3DS OUTSCALE machine image (OMI) 

used to create the instance, this root 

device may be deleted when terminating 

this instance and is not recommended.

To add storage capacity to an instance 

or to separate data from the OS files, 

customers can create volumes with the 

storage capacity of their choice (within 

the limit of the quotas allocated to 

their account).

A volume persists independently from 

the instance lifecycle; it can be easily 

detached from the instance it was 

previously attached to and then attached 

to another instance. When terminating an 

instance, volumes attached to it are either 

deleted or detached, depending on the 

block device mapping of the OMI used to 

create the instance.

Data stored on a volume are persistent 

as long as the volume exists and can be 

accessed when the volume is attached 

to an instance. If a customer deletes a 

volume, data stored on it is deleted as 

well. When detaching a volume from an 

instance, all the data remains stored on 

it, and this volume becomes available 

again. This volume can then be attached 

to another instance, enabling access and 

management of data again.

To add storage capacity to an 

instance or to separate data 

from the OS files, customers can 

create volumes with the storage 

capacity of their choice (within 

the limit of the quotas allocated 

to their account).
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Customers can also leverage snapshots, a point-

in-time image of a volume that enables backing 

up your data, creating replicas of a volume at 

the time the snapshot was created or data was 

moved. A point-in-time snapshot corresponds 

to an image of a volume that contains all the 

information needed to create replicas of the 

volume, of the same size or larger. 

A snapshot can be used to back up data or 

to share with other users. 3DS OUTSCALE 

guarantees the persistence of snapshots and the 

data contained in them. 

In case of successive snapshots of a same 

volume, only the modifications that have been 

made since the most recent snapshot are 

included in the new snapshot created. The size 

of the snapshot corresponds to the difference 

of amount of data since the last snapshot of the 

same volume. 

Therefore, the sum of all the snapshots of a 

same volume can be superior to the actual 

size of the volume. However, all the snapshots 

include the required information to create a 

new volume containing the data stored on the 

original volume at the time the snapshot was 

created. Thus, if a previous snapshot is deleted, 

customers are still able to restore data from the 

time the snapshot was created.

Object Storage Unit (OSU)

Object Storage Unit (OSU) is a Cloud storage 

solution that enables customers to store data 

in virtual buckets. Customers can store objects 

of any type and size and for any duration, as 

the storage capacity is only restricted by the 

storage platform itself. A bucket is a container 

for the data a customer wants to store and can 

also serve as a backup in the Cloud.

By default, resources created in OSU are private 

and are not available for other customer users. 

However, through the use of Access Control 

List (ACL), customers can allow other customer 

users to access their buckets and to list the 

objects they contain. Using an ACL enables 

customers to control who can access their 

buckets and objects by granting permissions to 

different OSU users, and therefore sharing their 

buckets and objects with them. Customers can 

also export 3DS OUTSCALE machine images 

(OMIs) and snapshots to an OSU bucket to 

create a backup or to share them with other 

customer users.

Customers are able to upload objects into their 

buckets or in a bucket another customer user 

has shared with them. Other customer users 

can also upload objects in a bucket if they are 

granted the appropriate permissions.

Customers can copy an object that they have 

created, or an object for which they have 

the appropriate permissions, to one of their 

buckets or to a bucket for which they have the 

appropriate permission. Other customer users 

can also copy objects from a customer’s buckets 

if they are granted the appropriate permissions. 

Customers can enable the versioning of the 

objects contained in a bucket, as a prerequisite, 

to create a version of an object each time a 

file is uploaded or copied to an object with the 

same key as another object already contained in 

a bucket. The current version of an object is the 

latest uploaded or copied in the bucket.

Customers can 

back up data stored 

on a volume using 

snapshots that can be 

copied to a backup 

site. Snapshots enable 

a customer to retrieve 

data in the case of 

volume failure or 

deletion of a volume.
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Network and Security
Virtual Private Clouds (VPCs) 

Virtual Private Clouds (VPCs) are virtual 

networks that customers define, isolated 

in the 3DS OUTSCALE Cloud and 

dedicated to their account. Customers 

can launch instances and create resources 

within their VPC.

After creating a VPC, customers need 

to create one or more subnets in it, as 

resources must be launched into subnets. 

Subnets correspond to sub-networks 

within a customer’s VPC, to which a 

customer assigns a range of IP addresses 

in CIDR notation. The CIDR block of each 

subnet must be part of the VPC CIDR 

block, and subnets CIDR blocks must 

not overlap. 

Each subnet must be associated with a 

route table to specify the allowed routes 

for outbound traffic leaving the subnet. A 

route table, called the main route table, is 

created by default in the customer’s VPC, 

and subnets are automatically associated 

with it at creation. The routes contained 

in the main route table can be modified. 

Customers can also create their own 

route tables and associate them with 

their subnets or set a route table as the 

primary one.

Every instance launched in a VPC is 

assigned a unique, primary private 

IP address that is not reachable over 

the internet; it can only be used for 

communication between instances in the 

VPC. Customers can specify the private 

IP address associated with instances 

launched in a VPC subnet. If customers 

do not specify a private IP address when 

launching an instance, one is automatically 

assigned within the subnet range.

By default, instances launched in a VPC 

are not assigned a public IP address and 

can only access one another. To connect 

instances in a VPC to the Internet, the 

customer must use External IP addresses 

(EIPs), which are static public IP addresses 

that can be associated to an instance, a 

network interface, or a Network Address 

Translation (NAT) gateway.

SSH Key Pairs

SSH key pairs are pairs of SSH keys that 

enable customers to connect to their 

instances. When launching instances, a 

customer specifies the keypair they want 

to use and use that private key to connect 

to that instance. SSH key pairs can be 

generated by a customer, using 2048-bit 

RSA, through Cockpit. Alternatively, the 

public key of an existing SSH key pair, 

generated by a third-party tool, can be 

imported in the following formats: 1024-

bits RSA, 2048-bits RSA or 4096-bits RSA.  

In either case, the public key of the SSH 

key pair is sent to and stored by 3DS 

OUTSCALE and is only available in the 

metadata of the instance; the private key 

is never provided to 3DS OUTSCALE. 

All official OMIs use SSH key pairs for 

authentication; when launching an 

instance from an official OMI, customers 

need to assign an SSH key pair to it.  For 

Linux instances, the instance is assigned 

the public key of the SSH key pair thanks 

to its metadata and associates it to 

the root user by inserting it in its home 

directory, in the authorized_keys file. For 

Windows instances, the SSH key pair 

enables the customer to retrieve and 

decrypt the Administrator password at 

first launch. 

Security Groups

Security Groups enable a customer to 

control access to instances in their VPC. 

Security Groups act as a set of rules 

for network switching and firewalling 

that, in a VPC, controls both inbound 

and outbound (allows or denies) 

communication for one or more instances. 

It enables instances to communicate with 

one another or with external information 

systems depending on the rules the 

customer specifies. Security Groups in a 

VPC act at the instance level and not at 

the subnet level.

When launching an instance in a VPC, 

customers must associate it with one 

or more Security Groups. If customers 

do not specify a Security Group, the 

instance is automatically associated 

with the default Security Group that is 

automatically created with the VPC. If 

a customer does not want to use the 

default Security Group for their instances, 

customers can create their own custom 

Security Groups. Customers can create 

multiple Security Groups depending on 

the different roles of the instances and 

the inbound and outbound flows required. 

Each Security Group must have a unique 

name. Customers can modify the rules 

of their custom Security Groups or of 

the default Security Group depending 

on the architecture and the controls 

configured. When modifying a Security 

Group rule, changes are automatically and 

immediately applied to all instances the 

Security Group is associated with.
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Security Group rules do not explicitly 

deny access, as access is denied by 

default unless it is explicitly allowed 

in a Security Group rule. Security 

Groups are stateful, which means that 

responses to allowed flows are allowed 

too. Thus, response flows to requests 

sent from the instance are automatically 

allowed regardless of its Security Groups 

inbound rules.

Customers cannot disassociate a Security 

Group from an instance or associate other 

Security Groups with it after the instance 

is launched. However, a customer can add 

or remove rules at any time to modify 

flow controls.

Since it is recommended to use an 

instance for one service only, it is also 

recommended that customers create 

one Security Group per service—with 

the appropriate rules—and associating 

the Security Group with all instances 

dedicated to that service. Customers can 

then allow inbound and outbound flows 

between Security Groups depending on 

which services need to communicate with 

one another.

Flexible Network Interfaces (FNIs)

Flexible network interfaces (FNIs) are 

additional virtual network interfaces that 

customers can attach to instances in a 

Virtual Private Cloud (VPC). They act 

as virtual network cards that enable a 

customer to partition their network and 

to redirect the network traffic to another 

instance. FNIs can be attached, detached 

or attached to another instance at any time.

FNIs have one or more private IP 

addresses assigned and may optionally 

have a public IP address. Instances are 

created with a default network interface 

to which a private IP address is assigned. 

This network interface is called the 

primary network interface and cannot 

be detached from the instance. The IP 

addresses assigned to an instance are 

assigned to this primary network interface.

Load Balancers and Back-end Instances

A load balancer distributes incoming 

network traffic between multiple Flexible 

Compute Unit (FCU) instances of the 

public Cloud or a Virtual Private Cloud 

(VPC) to avoid overload and to improve 

the availability and reliability of services. 

In a VPC, customers can load balance 

traffic between instances placed in one or 

more subnets specified when creating the 

load balancer. The load balancer checks 

the health of back-end instances and then 

distributes the traffic load between all the 

healthy instances. 

The instances registered with a load 

balancer are called back-end instances, or 

back-ends. Once an instance is registered 

with a load balancer, it receives front-end 

requests. With a load balancer, customers 

can register as many back-end instances 

as needed and register or deregister 

back-end instances at any time—

depending on a customer’s needs. An 

instance that has been deregistered from 

a load balancer can be registered again 

with the same load balancer if needed.  

Depending on how the Security Groups 

of back-end instances are configured, a 

back-end instance can receive only the 

traffic coming from the load balancer 

or both the traffic coming from the load 

balancer and from elsewhere (another 

load balancer, directly from the Internet, 

and so on).

Load balancers work in round-robin 

mode; front-end requests are evenly 

distributed to back-end instances by 

turns. The number of front-end requests 

received by one back-end instance 

corresponds to the total number of front-

end requests divided by the total number 

of back-end instances.
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3DS OUTSCALE Internal 
Access Flow
Users and devices are managed and 

authenticated in a secure manner 

utilizing various systems to maintain 

accountability and enforce the necessary 

privacy and security requirements. 

All access is mandated to be routed 

through the firewall via VPN. Access 

is restricted to only assigned and 

approved resources that require access; 

authorized individuals may connect 

to the environment only after they 

have successfully authenticated to the 

corporate network. All 3DS OUTSCALE 

users must connect to the 3DS 

OUTSCALE network using a Fortinet 

IPSec VPN via SSL; the connection is 

secured by TLS Version 1.1 or higher 

encryption at both ends of the VPN 

tunnel terminating at the FortiGate 

firewall. Users authenticate with Active 

Directory using their User ID, password, 

and push authentication generated 

from Duo.   

After authentication and establishing 

the VPN connection, users are restricted 

to areas within the environment to 

which they are explicitly granted 

permissions via Active Directory. Access 

permissions are based on user role and 

job function, as assigned based on the 

user’s defined Group.

The 3DS OUTSCALE environment 

prevents unauthorized and unintended 

information transfer via shared system 

resources; it has been designed to 

isolate each component and not 

allow communication channels that 

have not been explicitly authorized 

and configured.

Access to the 3DS OUTSCALE Cloud 

Environment is limited to the following 

access methods:

  Network Layer: Encrypted remote 

access connections through the VPN 

and terminating at the Fortinet 

Firewall (FortiGate)

  Application Layer: web-based TLS 

connections routed through and 

terminating at Cockpit (Portal)

Network access for 3DS OUTSCALE 

personnel is limited to the 3DS 

OUTSCALE provided VPN. 3DS 

OUTSCALE protects the confidentiality 

and integrity of transmitted information 

through the implementation of 

cryptographic mechanisms for data 

transmitted. All inbound network 

connections into the 3DS OUTSCALE 

environment have been configured to 

traverse through the secure VPN tunnel 

using TLS Version 1.1 or higher and FIPS 

140-2 validated cryptographic modules; 

in order to create a secure, encrypted 

tunnel to transmit data, protect 

endpoints, and protect the authenticity 

of communications between the host 

and network.

In addition, the 3DS OUTSCALE 

environment employs the 

following methodologies to 

protect the authenticity of 

communications sessions:

  All token-based authentication 

credentials are limited to the 

individual users to facilitate 

session separation. 

  The cryptographic mechanisms 

that are employed ensure the 

confidentiality and integrity 

of communications.

  All network and system 

administrative traffic is forced 

through an encrypted VPN. 

  All communication sessions, 

including web-based ingress 

traffic, employ TLS 1.1 or higher in 

order to protect the authenticity 

of communications.
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Customer Access Flow 
The Customer Administrator will receive an 

onboarding email with an embedded URL 

to login and register with Cockpit. Only 

the unique email address that is invited 

is permitted to register. Once registered, 

Customer Administrators will be redirected to 

the Customer Administrative Landing Page 

within Cockpit. The Customer Administrator can 

choose to enable multi-factor authentication 

(MFA), through Duo Security, for all 

organizational users. All future logins into 

Cockpit will enforce MFA, which will be achieved 

using a combination of a user login email, 

password and a push authentication generated 

from Duo Security authenticator application.

Customer users access the 3DS OUTSCALE 

environment through the Cockpit portal. If MFA 

is enabled, customer users are authenticated 

through use of a unique username (email), 

password, and push authentication generated 

from Duo. 3DS OUTSCALE has developed the 

environment and portal so that customers only 

have access to their tenant and information 

through the portal.

Vulnerability Management
Authorized 3DS OUTSCALE personnel utilize 

Cybertorch to perform bi-monthly scans to 

identify vulnerabilities within the environment 

and classifies them based on risk and impact 

as high, moderate, or low. Additionally, 3DS 

OUTSCALE can schedule additional scans based 

on an alternate frequency; such as when patches 

are installed, configurations are changed, 

services are added, or new devices/software 

are installed. 3DS OUTSCALE personnel triage 

(see RA-5) identified vulnerabilities in Jir 

and alert appropriate teams to begin 

remediation in accordance to the severity  

and associated timelines.

On a quarterly basis, Cybertorch is utilized to 

conduct compliance scans to audit the 3DS 

OUTSCALE environment against the Center for 

Internet Security (CIS) benchmarks.

Identified vulnerabilities are remediated in accordance with the following timeframes:

 High-risk vulnerabilities 

must be remediated 

within 30 days from the 

date of discovery 

Moderate-risk 

vulnerabilities must be 

remediated within 90 

days from the date of 

discovery 

Low-risk vulnerabilities 

must be remediated 

within 180 days from the 

date of discovery

As part of the 

customer onboarding 

process, the customer 

supplies a unique 

email address for an 

administrative user. 
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Security Monitoring
For security monitoring, 3DS OUTSCALE 

utilizes Cybertorch and Internal Operational 

Monitoring Tools (OMT) within the environment 

to collect, correlate, and analyze security 

events across the environment and to maintain 

situational awareness. Cybertorch captures, 

monitors, and alerts on security events in a 

centralized SIEM repository, in real-time, for 

suspicious activities on the application layer; 

log monitoring, or system auditing, include 

attacks and indicators of potential attack, 

privileged operations, unauthorized access 

attempts—including local, network and remote 

connections—and system alerts or failures. 

Event logs recording activities, exceptions, 

and information security events are produced 

with enough content/data to prevent or detect 

unauthorized information processing activities 

and support investigations.

Cybertorch identifies anomalous, unauthorized 

use of applications and web services through 

the use of:

  Agents utilized on endpoints to monitor web 

application attacks. 

  Log aggregation tools create a central 

repository of logs which is continuously 

correlated and analyzed. The SIEM:

 -   Identifies potential incidents, compromised 

systems or both by monitoring for 

vulnerabilities that lead to breaches. 

 -   Protects critical data to quickly understand 

and remediate malicious activity, such as 

multiple infections on a host.

 -   Enables security analysts to apply advanced 

statistical analysis and machine learning 

techniques to find outliers and anomalies 

that help pinpoint key characteristics of 

different types of threats—for example, the 

connection to a valid vs. an invalid domain.

 -   Enables operationalizing of findings (i.e.: 

establishing priority alerts for certain known 

endpoint vulnerabilities associated with 

high-profile breaches).

The following events, at a minimum, are 

identified for monitoring:

  Application runtime events such as the 

OWASP top 10 critical security risks to 

web applications

  Application and identity security events 

 Identity and user behavior anomalies

  Event correlation (ex. failed login attempts 

within 30 minutes for a single account)

3DS OUTSCALE also has firewalls, Security 

Groups, and web application firewalls (WAFs), 

each configured to transfer their security 

data and logs to Cybertorch. The Cybertorch 

managed SIEM provides the capability to 

monitor the networking and infrastructure 

layers, and allows for aggregation, review and 

analysis of the security data and logs collected. 

The 3DS OUTSCALE Internal OMT is used 

to take in data and to search, analyze, and 

visualize that data in real time. The Internal 

OMT centralizes logging (operations) to 

identify issues with servers or applications, 

search logs in a single place, and find issues 

that occur in multiple servers by connecting 

their logs.

In addition, 3DS OUTSCALE IMSS Management 

team and Cybertorch personnel review the 

security data weekly. Cybertorch provides 

3DS OUTSCALE with an incident response 

capability that includes the detection and 

analysis of incidents or potential incidents, and 

alerts 3DS OUTSCALE. Cybertorch conducts 

automated investigations from relevant 3DS 

OUTSCALE data sources and provides the 

results of the investigations to 3DS OUTSCALE 

for containment, eradication, and 

recovery activities.
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Tooling

Service Description

SALT
SALT is a configuration management tool used to manage and push out configurations across an environment.

FireMon FireMon is used to continuously manage, analyze, and visualize network security infrastructure and 

firewall management.

Netbox
Netbox is used to document and manage the datacenter inventory.

Confluence
Confluence is the collaboration wiki tool used to collaborate and share knowledge.

Jira Jira is the ticketing system utilized for project management and operational task tracking. Jira provides a 

record of both planned and completed work, including releases of code and changes to the configuration.

Internal Operational 
Monitoring Tools (OMT)

The Internal OMT is a collection of log aggregation tools used to take data and to search, analyze, and 

visualize that data in real time. The Internal OMT centralizes logging to identify issues with servers 

or applications, search all your logs in a single place and find issues that occur in multiple servers by 

connecting their logs.

Password Manager
Assists in generating and retrieving complex passwords and storing passwords in an encrypted database.

GitHub
GitHub is used for storing and keeping track of SALT configurations.

Zabbix Zabbix is a tool that provides monitoring metrics, including network utilization, CPU load and disk space 

consumption for networks, servers, virtual machines (VMs), and cloud services.

Rancid
Backups of network-related settings, including switch configurations.

Observium Observium is a network observation and monitoring application used to monitor health and performance 

of the network.

TrendMicro Trend Micro is used for host-based security monitoring, anti-virus, and malware detection; it is used 

to monitor individual EC2 instances in the Management and Application VPC instances for malware, 

connections to known malicious addresses, and other signs of malicious behavior.

Duo Duo is a service that provides additional layers of security (MFA – multi-factor authentication) designed to 

protect access.

Cybertorch Cybertorch is a third-party managed vulnerability management and security monitoring service leveraged 

in the 3DS OUTSCALE environment. 3DS OUTSCALE leverages Cybertorch capabilities, outlined below, 

by the combination of run-time self-protection agents and vulnerability management software, plus 

infrastructure monitoring to manage its overall security posture, server’s vulnerability, and security 

monitoring logs.

Vulnerability Management:

Cybertorch provides the ability to conduct compliance scans for 3DS OUTSCALE to verify configuration 

settings. Cybertorch also provides scanning capabilities to identify vulnerabilities and flaws in applications 

and other components; these scans are conducted within the scope of the environment within the 3DS 

OUTSCALE boundary. Cybertorch enumerates platforms, software flaws, and improper configurations—

as well as formatting checklists and test procedures—and measures vulnerability impact.  For patch 

management, Cybertorch can scan the 3DS OUTSCALE environment where patches or fixes are 

needed. Monthly vulnerability scans are performed to assist in identifying missing patches within the 

3DS OUTSCALE environment. For patch management, Cybertorch can scan the environment(s) where 

patches or fixes are applied before they are pushed to production. Vulnerabilities identified during 

scanning activities, including vulnerabilities caused by missing patches, are classified, and escalated to the 

appropriate teams for remediation. In addition to monthly scans, penetration tests are conducted to detect 

any system flaws and vulnerabilities.

Security Monitoring:

Cybertorch uses a multi-sensor approach to gather data about customers’ information systems. The 

gathering of data is intended to monitor security events. Within the services ecosystem, Cybertorch uses 

sensors which instrument application security events.
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3DS OUTSCALE ITAR Security 
Control Overview
Security and compliance are shared responsibilities between 3DS OUTSCALE and its 

customers. 3DS OUTSCALE operates, manages, and controls the components from 

the virtualization layer down to the physical security of the facilities in which the 

service operates. 

The customer assumes responsibility and 

management of the guest operating system 

(including updates and security patches), other 

customer-managed application software, as 

well as the configuration of Security Groups. 

Customers must carefully consider the 

services utilized depending on their business 

and technical needs, the integration of 

those services into their IT environment, and 

applicable laws and regulations.

The 3DS OUTSCALE Cloud was designed to 

provide a secure, configurable, and scalable 

hosting environment for ITAR data. Since ITAR 

data will be hosted on the 3DS OUTSCALE 

cloud, 3DS OUTSCALE is responsible for 

complying with the International Traffic in Arms 

Regulations (ITAR) requirements. The 3DS 

OUTSCALE Export Control Program (ECP) was 

developed by 3DS OUTSCALE to meet the ITAR 

requirements. The document outlines how 3DS 

OUTSCALE provides compliance with ITAR.  

ITAR (International Traffic in Arms Regulations) 

protects and controls the import and export 

of defense-related products, technologies, 

and services. It specifies that information and 

material concerning defense and military-related 

technology for items listed on the United States 

Munitions List (USML) may only be shared with 

US persons, unless authorization is given by the 

US Department of State or a special exemption 

is granted. 

ITAR covers the transfer of technical data and 

information relating to goods, as well as the 

goods themselves. Technical documents, product 

plans and specifications, design drawings, 

manuals and financial details may all need to be 

shared across the supply chain if an ITAR-related 

project is to be delivered. All access must be 

tightly restricted to authorized persons. 

The sections below provide an overview of 

the security principles implemented by 3DS 

OUTSCALE, on behalf of the customers.
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Access Control
3DS OUTSCALE is responsible to:

    Limit system access to authorized 

users, processes acting on behalf 

of authorized users, and devices 

(including other systems). 

  Limit system access to the types 

of transactions and functions that 

authorized users are permitted 

to execute.

  Control the flow of ITAR data 

in accordance with approved 

authorizations.

   Separate the duties of individuals to 

reduce the risk of malevolent activity 

without collusion.

   Employ the principle of least privilege, 

including for specific security functions 

and privileged accounts.

   Use non-privileged accounts or roles 

when accessing non-security functions.

   Prevent non-privileged users from 

executing privileged functions 

and capture the execution of such 

functions in audit logs.

   Limit unsuccessful log-in attempts.

   Provide privacy and security notices 

consistent with applicable ITAR  

data rules.

   Use session lock with pattern-hiding 

displays to prevent access and viewing 

of data after a period of inactivity.

  Terminate (automatically) a user 

session after a defined condition.

  Monitor and control remote 

access sessions.

   Employ cryptographic mechanisms to 

protect the confidentiality of remote 

access sessions.

   Route remote access via managed 

access control points.

   Authorize remote execution of 

privileged commands and remote 

access to security relevant information.

  Authorize wireless access prior to 

allowing such connections.

  Protect wireless access using 

authentication and encryption.

  Control connection of mobile devices.

   Verify and control/limit connections 

to/use of external systems.

   Limit use of portable storage devices 

on external systems.

  Control ITAR data posted or processed 

on publicly accessible systems.

Awareness & Training
3DS OUTSCALE is responsible to:

   Ensure that managers, systems 

administrators, and organizational 

system users are made aware 

of the security risks associated 

with their activities and of the 

applicable policies, standards, and 

procedures related to the security 

of those systems.

   Ensure that personnel are trained 

to carry out their assigned 

information security-related duties 

and responsibilities.

  Provide security awareness 

training on recognizing and 

reporting potential indicators of 

insider threat.
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Audit & Accountability
3DS OUTSCALE is responsible to:

   Create and retain system audit logs 

and records to the extent needed 

to enable the monitoring, analysis, 

investigation, and reporting of 

unlawful or unauthorized 

system activity.

   Ensure that the actions of individual 

system users can be uniquely traced 

to those users so they can be held 

accountable for their actions.

   Review and update logged events.

   Alert in the event of an audit logging 

process failure.

   Correlate audit record review, 

analysis, and reporting processes 

for investigation and response to 

indications of unlawful, unauthorized, 

suspicious, or unusual activity.

   Provide audit record reduction and 

report generation to support on 

demand analysis and reporting.

  Provide a system capability that 

compares and synchronizes internal 

system clocks with an authoritative 

source to generate time stamps for 

audit records.

  Protect audit information and audit 

logging tools from unauthorized 

access, modification, and deletion.

   Limit management of audit logging 

functionality to a subset of 

privileged users.

Configuration Management
3DS OUTSCALE is responsible to:

  Establish and maintain baseline 

configurations and inventories of 

organizational systems (including 

hardware, software, firmware, and 

documentation) throughout the 

respective system development  

life cycles.

   Establish and enforce security 

configuration settings for information 

technology products employed in 

organizational systems.

    Track, review, approve or 

disapprove, and log changes 

to organizational systems.

  Analyze the security impact of 

changes prior to implementation.

    Define, document, approve, and 

enforce physical and logical access 

restrictions associated with changes 

to organizational systems.

   Employ the principle of least 

functionality by configuring 

organizational systems to provide only 

essential capabilities.

  Restrict, disable, or prevent the use 

of nonessential programs, functions, 

ports, protocols, and services.

   Apply deny-by-exception 

(blacklisting) policy to prevent the 

use of unauthorized software or 

deny-all, permit-by exception 

(whitelisting) policy to allow the 

execution of authorized software.

   Control and monitor 

user-installed software.

Identification & Authorization
3DS OUTSCALE is responsible to:

  Identify system users, processes acting 

on behalf of users, and devices.

  Authenticate (or verify) the identities 

of users, processes, or devices, as 

a prerequisite to allowing access to 

organizational systems.

  Use multifactor authentication for 

local and network access to privileged 

accounts and for network access to 

non-privileged accounts.

   Employ replay-resistant authentication 

mechanisms for network access to 

privileged and non-privileged accounts.

   Prevent reuse of identifiers for a 

defined period.

  Disable identifiers after a defined 

period of inactivity.

   Enforce a minimum password 

complexity and change of characters 

when new passwords are created.

   Prohibit password reuse for a specified 

number of generations.

   Allow temporary password use for 

system logons with an immediate 

change to a permanent password.

  Store and transmit only 

cryptographically-protected passwords.

   Obscure feedback of 

authentication information.
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Incident Response
3DS OUTSCALE is responsible to:

  Establish an operational incident-

handling capability for organizational 

systems that includes preparation, 

detection, analysis, containment, 

recovery, and user response activities.

  Track, document, and report incidents 

to designated officials and/or 

authorities both internal and external 

to the organization.

  Test the organizational incident 

response capability.

Maintenance
3DS OUTSCALE is responsible to:

  Perform maintenance on 

organizational systems.

  Provide controls on the tools, 

techniques, mechanisms, and personnel 

used to conduct system maintenance. 

   Ensure equipment removed for 

off-site maintenance is sanitized of 

any ITAR data.

  Check media containing diagnostic 

and test programs for malicious 

code before the media is used in 

organizational systems.

   Require that nonlocal maintenance and 

diagnostic services be performed from 

a system that implements a security 

capability comparable to the capability 

implemented on the system being 

serviced; or 

  Require multifactor authentication to 

establish nonlocal maintenance sessions 

via external network connections and 

terminate such connections when 

nonlocal maintenance is complete.

  Supervise the maintenance activities of 

maintenance personnel without required 

access authorization.

Media Protection
3DS OUTSCALE is responsible to:

   Protect (i.e., physically control and 

securely store) system media containing 

ITAR data, both paper and digital.

  Limit access to ITAR data on system 

media to authorized users.

  Remove the component to be 

serviced from the system prior to 

nonlocal maintenance or diagnostic 

services; sanitize the component (for 

organizational information) before 

removal from organizational facilities; 

and after the service is performed, 

inspect and sanitize the component 

(for potentially malicious software) 

before reconnecting the component to 

the system.

  Media Sanitization

 -   Develop and implement alternate 

security safeguards in the event 

a system component cannot be 

sanitized, removed, or disconnected 

from the system. 

 -    Hard Disk Drives

  •  Sanitization: Sanitize hard disk 

drives using one of the following 

procedures. Remove all labels or 

markings that indicate previous use 

or classification. 

 -    Solid state storage devices include 

random access memory (RAM), 

read only memory (ROM), Field 

Programmable Gate Array (FPGA), 

Smart Cards, and flash memory. 

  •  Sanitization: Sanitize solid state 

devices using one of the following 

procedures. Remove all labels or 

markings that indicate previous use 

or classification. 

 -    Implement procedures for the use 

of maintenance personnel that lack 

appropriate security clearances—or 

are not U.S. Citizens—that include the 

following requirements: 

 -  Maintenance personnel who do not 

have needed access authorizations, 

clearances, or formal access approvals 

are escorted and supervised during 

the performance of maintenance and  

 

diagnostic activities on the system by 

approved organizational personnel 

who are fully cleared, have appropriate 

access authorizations, and are 

technically qualified.

 -  Prior to initiating maintenance or 

diagnostic activities by personnel 

who do not have needed access 

authorizations, clearances or 

formal access approvals, all volatile 

information storage components 

within the system are sanitized and all 

nonvolatile storage media are removed 

or physically disconnected from the 

system and secured.

  Mark media with necessary ITAR data 

markings and distribution limitations.

  Control access to media containing 

ITAR data and maintain accountability 

for media during transport outside of 

controlled areas.

  Implement cryptographic mechanisms 

to protect the confidentiality of ITAR 

data stored on digital media during 

transport unless otherwise protected by 

alternative physical safeguards.

  Control the use of removable media on 

system components.

  Prohibit the use of portable storage 

devices when such devices have no 

identifiable owner.

  Protect the confidentiality of backup 

ITAR data at storage locations.
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Personnel Security
3DS OUTSCALE is 

responsible to:

   Screen individuals for US 

Person prior to authorizing 

access to organizational 

systems containing 

ITAR data.

   Verify that individuals 

accessing a system 

processing, storing, or 

transmitting ITAR 

regulated data meet US 

person requirements. 

  Ensure that organizational 

systems containing ITAR 

data are protected during 

and after personnel actions 

such as terminations 

and transfers.

   Verify that individuals 

accessing a system 

processing, storing, or 

transmitting information 

requiring special protection: 

  Have valid access 

authorizations that are 

demonstrated by assigned 

official government 

duties; and 

  Satisfy US Person 

only requirements.

Physical Protection
3DS OUTSCALE is  

responsible to:

  Limit physical access to 

organizational systems, 

equipment, and the 

respective operating 

environments to 

authorized individuals. 

  Protect and monitor 

the physical facility and 

support infrastructure for 

organizational systems.

  Escort visitors and monitor 

visitor activity.

  Maintain audit logs of 

physical access.

  Control and manage physical 

access devices.

  Enforce safeguarding 

measures for ITAR data at 

alternate work sites.

Risk Assessment
3DS OUTSCALE is 

responsible to:

  Periodically assess the risk 

to organizational operations 

(including mission, functions, 

image, or reputation), 

organizational assets, 

and individuals, resulting 

from the operation of 

organizational systems and 

the associated processing, 

storage, or transmission of 

ITAR data.

  Scan for vulnerabilities in 

organizational systems and 

applications periodically and 

when new vulnerabilities 

affecting those systems and 

applications are identified.

  Remediate vulnerabilities 

in accordance with 

risk assessments.

Security Assessment
3DS OUTSCALE is  

responsible to:

  Periodically assess the 

security controls in 

organizational systems to 

determine if the controls are 

effective in their application. 

  Develop and implement 

plans of action designed 

to correct deficiencies 

and reduce or eliminate 

vulnerabilities in 

organizational systems.

  Monitor security controls on 

an ongoing basis to ensure 

the continued effectiveness 

of the controls.

  Develop, document, and 

periodically update system 

security plans that describe 

system boundaries, system 

environments of operation, 

how security requirements 

are implemented, and 

the relationships with 

or connections to 

other systems.
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Systems and Communications 
Protection
3DS OUTSCALE is responsible to:

  Monitor, control, and protect 

communications (i.e., information 

transmitted or received by 

organizational systems) at the 

external boundaries and key internal 

boundaries of organizational systems. 

  Employ architectural designs, software 

development techniques, and systems 

engineering principles that promote 

effective information security within 

organizational systems. 

  Separate user functionality from 

system management functionality. 

  Prevent unauthorized and unintended 

information transfer via shared  

system resources. 

  Implement subnetworks for publicly 

accessible system components that are 

physically or logically separated from 

internal networks. 

  Deny network communications 

traffic by default and allow network 

communications traffic by exception 

(i.e., deny all, permit by exception). 

  Prevent remote devices from 

simultaneously establishing 

non-remote connections with 

organizational systems and 

communicating via some other 

connection to resources in external 

networks (i.e., split tunneling). 

 

  Implement cryptographic mechanisms 

to prevent unauthorized disclosure of 

ITAR data during transmission unless 

otherwise protected by alternative 

physical safeguards. 

  Terminate network connections 

associated with communications 

sessions at the end of the sessions or 

after a defined period of inactivity. 

    Establish and manage cryptographic 

keys for cryptography employed in 

organizational systems. 

  Employ FIPS-validated cryptography 

when used to protect the 

confidentiality of ITAR data. 

  Prohibit remote activation of 

collaborative computing devices and 

provide indication of devices in use to 

users present at the device. 

  Control and monitor the use of  

mobile code. 

  Control and monitor the use of  

Voice over Internet Protocol  

(VoIP) technologies.

  Protect the authenticity of 

communications sessions.

  Protect the confidentiality of ITAR  

data at rest.

System & Information Integrity
3DS OUTSCALE is responsible to:

     Identify, report, and correct system 

flaws in a timely manner.

  Provide protection from malicious 

code at designated locations within 

organizational systems.

  Monitor system security alerts / 

advisories and take action in response.

  Update malicious code protection 

mechanisms when new releases  

are available.

  Perform periodic scans of 

organizational systems and real-time 

scans of files from external sources  

as files are downloaded, opened,  

or executed. 

  Monitor organizational systems, 

including inbound and outbound 

communications traffic, to detect 

attacks and indicators of  

potential attacks.

  Identify unauthorized use of 

organizational systems.
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Customers
3DS OUTSCALE customers are limited to authorized entities and contractors and are 

only granted access to the services through a formal contracting process.

The contracting process:

  establishes the contractual relationship 

between and among 3DS OUTSCALE and their 

customers; 

  defines the scope of the 3DS OUTSCALE  

services purchased; 

  authorizes the use of the application; and 

  ensures proper service provisioning. 

Typically, customers purchase directly 

through 3DS OUTSCALE, often leveraging 

3DS OUTSCALE’s purchasing vehicles. The 

contractual arrangements usually involve 

a direct contractual element between 3DS 

OUTSCALE and the customer—including 3DS 

OUTSCALE Terms of Service or subscription 

agreement—and certain required security and 

privacy flow down provisions.

Customer acknowledges that technical 

information and software provided by customer 

to 3DS OUTSCALE may be subject to export 

restrictions under the International Traffic In Arms 

Regulations (“ITAR”).  Customer agrees to fully 

comply with all applicable requirements under 

ITAR and EAR in the transfer, storage and 

use of information and software in the 3DS 

OUTSCALE system. Items subject to ITAR cannot 

be: (i) exported; (ii) transferred or disclosed 

to non-US Persons (as defined below) in the 

U.S. or (iii) reexported or retransferred abroad, 

unless an export license has been obtained 

or a license exemption applies.  Items subject 

to the EAR may be subject to restrictions on 

export, disclosure/transfer to Foreign Persons 

in the U.S. and reexport and foreign transfers (in 

country) depending upon the commodity and 

country involved.  Other requirements may also 

apply. The term “Foreign Person” means natural 

persons who are not U.S. citizens, U.S. permanent 

resident aliens or protected individuals under 

8 U.S.C. §1324b(a)(3) and foreign entities not 

incorporated in the U.S. 
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ITAR Specific Enhanced 
Security Controls
3DS OUTSCALE applies the ITAR enhanced requirement to the controls listed below, for 

compliance with ITAR requirements and other applicable export laws and regulations. 

For further implementation details, please refer to the 3DS OUTSCALE ITAR System 

Security Plan.

Access Control
AC-1 Access Control Policy and 

Procedures Requirements (L) (M)

The organization:

a.  Develops, documents and disseminates 

to [Assignment: All personnel]:

 1.  An access control policy that 

addresses purpose, scope, roles, 

responsibilities, management 

commitment, coordination among 

organizational entities, and 

compliance; and

 2.  Procedures to facilitate the 

implementation of the access 

control policy and associated access 

controls; and

  Reviews and updates the current:

  1.  Access control policy 

[Organization-defined 

Assignment: at least every 3 

years]; and

  2.  Access control procedures 

[Organization-defined 

Assignment: at least annually].

AC-2 Account Management (L) (M)

The organization:

a.  Identifies and selects the following 

types of information system  

accounts to support organizational 

missions/business functions: 

[Assignment: Individual, shared,  

and group accounts];

b.  Assigns account managers for 

information system accounts;

c.  Establishes conditions for group and 

role membership;

d.  Specifies authorized users of the 

information system, group and role 

membership, and access authorizations 

(i.e., privileges) and other attributes 

(as required) for each account;

e.  Requires approvals by [Assignment: 

User’s manager and/or the System 

owner] for requests to create 

information system accounts;

f.  Creates, enables, modifies, disables, 

and removes information system 

accounts in accordance with 

[Assignment: 3DS OUTSCALE defined 

policies and procedures];

g.  Monitors the use of information  

system accounts;

h.  Notifies account managers:

 1.  When accounts are no 

longer required;

 2.  When users are terminated or 

transferred; and

 3.  When individual information system 

usage or need-to-know changes;

i.  Authorizes access to the information 

system based on:

 1. A valid access authorization;

 2. Intended system usage; and

 3.  Other attributes as required by the 

organization or associated missions/

business functions;

j.  Reviews accounts for compliance with 

account management requirements 

[Annually, administrator access right 

are verified on a quarterly basis]; and

k.  Establishes a process for reissuing 

shared/group account credentials 

(if deployed) when individuals are 

removed from the group.
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Awareness and Training (AT) 
AT-1 Security Awareness and Training 

Policy and Procedures (L) (M)

The organization: 

a.  Develops, documents, and 

disseminates to [Assignment:  

All personnel]:

 1.  A security awareness and training 

policy that addresses purpose, 

scope, roles, responsibilities, 

management commitment, 

coordination among organizational 

entities, and compliance; and

 2.  Procedures to facilitate the 

implementation of the security 

awareness and training policy and 

associated security awareness and 

training controls; and

b. Reviews and updates the current:

 1.  Security awareness and training 

policy [Organization-defined 

Assignment: At least every 3  

years]; and

 2.  Security awareness and training 

procedures [Organization-defined 

Assignment: At least annually].

AT-2 Security Awareness (L) (M) (H)

The organization provides basic security 

awareness training to information system 

users (including managers, senior 

executives, and contractors):

a. As part of initial training for new users;

b.  When required by information system 

changes; and

c.  [Organization-defined Assignment: At 

least annually] thereafter.

AT-3 Role-Based Security Training  

(L) (M) (H)

The organization provides role-based 

security training to personnel with 

assigned security roles 

and responsibilities:

a.  Before authorizing access to the 

information system or performing 

assigned duties;

b.  When required by information system 

changes; and

c.  [Organization-defined Assignment: At 

least annually] thereafter.

Personnel Security (PS)
PS-1 Personnel Security Policy and 

Procedures (L) (M)

The organization:

a.  Develops, documents, and 

disseminates to [Assignment:  

All personnel]:

 1.  A personnel security policy that 

addresses purpose, scope, roles, 

responsibilities, management 

commitment, coordination among 

organizational entities, and 

compliance; and

 2.  Procedures to facilitate the 

implementation of the personnel 

security policy and associated 

personnel security controls; and

b. Reviews and updates the current:

 1.  Personnel security policy 

[Organization-defined Assignment: 

At least every three (3) years]; and

 3.  Personnel security procedures 

[Organization-defined Assignment: 

At least annually].

PS-2 Position Categorization (L) (M)

The organization:

a.  Assigns a risk designation to  

all positions;

b.  Establishes screening criteria for 

individuals filling those positions; and

c.  Reviews and revises position risk 

designations [Organization-defined 

Assignment: At least every three  

(3) years].

PS-3 Personnel Screening (L) (M) (H)

The organization:

a.  Screens individuals prior to authorizing 

access to the information system; and

d.  Rescreens individuals according to 

[Organization-defined Assignment:  

As needed].

PS-4 Personnel Termination (L) (M)

The organization, upon termination of 

individual employment:

a.  Disables information system access 

within [Organization-defined 

Assignment: Same day];

e.  Terminates/revokes any 

authenticators/credentials associated 

with the individual;

f.  Conducts exit interviews that 

include a discussion of [Assignment: 

Confidentiality agreement; non-

compete agreement];

g.  Retrieves all security-related 

organizational information system-

related property;

h.  Retains access to organizational 

information and information systems 

formerly controlled by terminated 

individual; and

i.  Notifies [Assignment: 3DS OUTSCALE 

Human Resources, IT Department, 

and Legal Department] within 

[Assignment: Prior to termination 

of employment].

PS-5 Personnel Transfer (L) (M) 

The organization:

a.  Reviews and confirms ongoing 

operational need for current logical 

and physical access authorizations 

to information systems/facilities 

when individuals are reassigned or 

transferred to other positions within 

the organization;

b.  Initiates [Assignment: Request for 

transfer within the Human Resources 

processes] within [Assignment:  

48 hours];

c.  Modifies access authorization as 

needed to correspond with any 

changes in operational need due to 

reassignment or transfer; and

d.  Notifies [Assignment: Human 

Resources] within [Organization-

defined Assignment: 24 hours 

following the formal transfer action].
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APPENDIX 
3DS OUTSCALE applies the ITAR enhanced requirement to the controls listed below, for 

compliance with ITAR requirements and other applicable export laws and regulations. For 

further implementation details, please refer to the 3DS OUTSCALE ITAR System Security Plan.

Definitions 
US Person – For purposes of this policy, 

a US person is either a US citizen or a 

permanent resident (a green card holder) 

or a protected person under 18 USC 

1324b(a)(3), including certain persons 

granted political asylee or refugee status. 

Any other Immigration or Naturalization 

Visa categories (regardless of uniqueness) 

do not qualify an individual as a US Person.

ITAR – The International Traffic in Arms 

Regulations, which are the export-

control rules administered by the State 

Department. These items are “defense 

articles” delineated on the US Munitions 

List, or USML. 

Deemed Export – This is a Commerce 

Department term, but the concept applies 

to ITAR. Technical data (or in some cases 

hardware) can be deemed to have been 

exported even without crossing any 

border, say in the comfort of the  

company conference room. This is a 

source of many violations and must 

be the subject of training to sensitize 

personnel to the concept. 

Empowered Official – the designated 3DS 

OUTSCALE employee with authority to 

make filings with the government seeking 

export authorizations and to determine 

the existence and applicability of controls 

on exports by 3DS OUTSCALE. For 

3DS OUTSCALE, this is also the Export 

Compliance Officer. 

Export Compliance Officer (ECO) – For 

3DS OUTSCALE, this is the Empowered 

Official. The Export Compliance Officer 

has overall responsibility and authority to 

implement and maintain compliance with 

the company’s export controls. 

Technology - Technology is defined 

broadly under the relevant regulations 

and includes the specific information 

necessary for the design, development, 

production, manufacture, assembly, 

operation, repair, testing, maintenance or 

modification of a product. 

Brokering - In addition to exports and 

re-exports of controlled items, ITAR also 

controls brokering activity. Brokering is 

defined broadly to include the financing, 

transportation, freight forwarding, or 

taking of any other action that facilitates 

the manufacture, export, or import of 

a defense article or defense service. 22 

C.F.R. § 129.2(b). 3DS OUTSCALE’s policy 

is to refrain from engaging in brokering 

and has not registered as a broker with 

DDTC. No employee may engage in 

brokering without prior clearance from 

the Export Compliance Officer. 

Defense Articles - any item or technical 

data on the USML. This term includes 

technical data recorded or stored in any 

physical form, models, mockups or other 

items that reveal technical data directly 

relating to items designated on the USML. 

It does not include basic marketing 

information on function or purpose or 

general system descriptions. 

Defense Services - the furnishing of 

assistance, including training, to foreign 

persons, whether in the U.S. or abroad, 

in the design, development, engineering, 

manufacture, production, assembly, 

testing, repair, maintenance, modification, 

operation, demilitarization, destruction, 

processing or use of defense articles. The 

furnishing of technical data to foreign 

persons is also a defense service. 

Export - the transmission or transfer of an 

item or information outside of the United 

States, whether physically, electronically 

(e.g., via e-mail or website download) 

or otherwise. Exports can occur in a 

variety of ways, including through oral 

or visual disclosures or through e-mail 

communications. “Release” or disclosure 

of technology or source-code to foreign 

nationals is also an export, even if the 

foreign national is an 3DS OUTSCALE  

employee, and even if he or she is  

located within the United States. 

“Release” can include oral exchanges 

of information, visual inspection and 

the application to situations abroad 

of knowledge or technical experience 

acquired in the United States.  

Re-Export - the transfer or transmission 

(by whatever means) of an item or 

information from one foreign country 

to another foreign country, or to an 

unlicensed dual-national/third-country 

national (“DN/TCN”) in any country. Re-

exports of U.S.-origin items or technology 

are subject to U.S. control. Thus, if the 

original export of an ITAR controlled 

item from the United States to a foreign 

country required a license, the transfer 

of that item to another country, or to an 

unlicensed DN/TCN, also may require the 

approval of DDTC. 

Re-Transfer – the transfer or transmission 

(by whatever means) of an item or 

information from the original recipient 

to a third party. Export licenses are not 

transferable. For example, a license 

issued to company X to export a defense 

article or service to company Y, does 

not authorize the transfer by Y of the 

article or service to company Z, unless 

company Z was originally designated 

on the license. Similarly, if an item was 

authorized for export for a particular end-

use, it cannot be transferred for a new 

end-use without authorization. 
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APPENDIX
Acronyms 
ECCN  Export Control Classification Number – A database of classification numbers for products. 

IT  Information Technology 

ITAR  International Traffic in Arms Regulations – State Dept. export rules 

USML  US Munitions List – 21 categories of items subject to ITAR 

IT  Information Technology 

MLI  Munitions List Items 

VPN  Virtual Private Network 

DSP-61  Form required for temporary import of Unclassified Defense Articles 

DSP-5  Permanent Export License for Defense Articles 

DSP-73  Temporary Export License for Defense Articles 

TAA  Technical Assistance Agreement 

MLA  Manufacturing License Agreement 

DN/TCN Dual-National/Third-Country National 

ECR   Export Control Reform – a major Presidential initiative that will, among other things, transfer export licensing of many ITAR 

parts and components to the EAR 



CONTACT 3DS OUTSCALE
45 N Broad Street, Suite 212

Ridgewood NJ 07450

Phone: +1 (212) 739-9244

Email: contact-us@outscale.com 
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