
Excellence as a Service

ITAR-COMPLIANT 
CLOUD SOLUTIONS

Exclusively for Dassault Systèmes Clients

Dassault Systèmes is offering ITAR-compliant cloud solutions through our 10-year strategic 

partnership with 3DS OUTSCALE. 3DS OUTSCALE has developed this cloud with specific 

personnel and security requirements in order to assist customers in complying with their 

Export Control Programs, including compliance with ITAR requirements.

ITAR is Mission-Critical 

3DS OUTSCALE knows that while the 

requirement to control the export of 

military goods is widely recognized, the 

challenge of complying with strict ITAR 

government regulations—while keeping 

systems and processes usable—is less 

well known.

The US government can fine companies 

that fail to comply with these 

regulations—for example, sending 

ITAR-controlled information to the 

wrong recipient. Additionally, these 

companies may be required to make 

costly reparations and even face criminal 

charges. With details of breaches and 

fines made public, violations are also 

likely to lead to loss of reputation and 

damage to the brand. Working with 3DS 

OUTSCALE can mitigate these risks.

Maintaining control of ITAR-related 

data can feel like a monumental task. 

That’s where 3DS OUTSCALE’s data 

center security plays a key role for your 

organization. Our physical and data-

centric approaches to security are the 

most effective ways to manage and 

control sensitive data.

End-to-End Security in the Cloud

3DS OUTSCALE understands all 

organizations need an information 

policy to manage and control the 

handling, use and export of sensitive 

data both within the company and to 

external organizations. That’s why 3DS 

OUTSCALE Cloud security controls are 

integrated across all components of the 

IaaS technology stack.
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3DS OUTSCALE has adopted a security 

framework based on the National Institute 

of Standards and Technology (NIST) Special 

Publication (SP) 800-171, detailing security 

controls required to protect Controlled 

Unclassified Information (CUI); in this 

instance, ITAR data.  3DS OUTSCALE 

has leveraged these controls and further 

expanded upon them by mapping each 

requirement to NIST SP 800-53 Rev 4.  

NIST SP 800-53 creates and promotes 

the standards used by federal agencies 

to comply with the Federal Information 

Security Management Act (FISMA) 

and manage other programs designed 

to protect information and promote 

information security. 3DS OUTSCALE 

implements security controls across all 

components of the IaaS technology stack 

and provides capabilities for customers 

to meet security control requirements as 

specified under NIST 800-53.

Physical Security at our Data Centers

3DS OUTSCALE has developed a 

comprehensive security strategy for our 

data centers. The overall framework and 

procedures at our data centers are in place 

to ensure effective physical security of our 

property and people. These sensitive areas 

have restricted access for authorized staff 

and visitors. Level 2 ANSSI badges and 

biometrics are used for identification and 

access control at multiple points throughout 

the datacenter. Our data center is also 

under video surveillance, with recordings 

stored and accessible for up to 90 days.

Employee and Contractor Training

Official security policy guides 3DS 

OUTSCALE employees and contractors 

based on standard industry frameworks. 

Policy training and documentation is 

provided at hire and on an annual basis. 

3DS OUTSCALE applies this policy to 

all employees, third parties, and 

authorized visitors.

The Physical Security and Access Control 

Policies ensures the security of property 

and people, while preventing unauthorized 

physical access to offices and data centers. 

With this policy in place, 3DS OUTSCALE 

has the necessary controls implemented 

to prevent internal and external security 

threats in private and sensitive areas. 

Training is also vital to ensuring all security 

protocols are followed effectively and 

consistently across your organization.

3DS OUTSCALE offers training for internal 

users and clients in the following critical 

security topics:

•  How to set up and protect passwords

•  How to set up and protect networks

•  How to open project bugs

•  How to handle private keys

•  How to prevent phishing

•  Email best practices

•  How to send sensitive info securely  

Backup & Replication

3DS OUTSCALE conducts daily 

incremental backups for user-level 

information.  Backup & Replication 

copies only those data blocks 

that have changed since the last 

backup job session. Backup jobs are 

scheduled via NetApp Snap Vault 

on a daily basis. 3DS OUTSCALE 

handles and retains user information, 

data, and log information for 90 

days on disk (online) and at least 

one year offline.

The backup location, the secondary 

datacenter, is a replication of the 

Primary datacenter.

3DS OUTSCALE System 

Administrator maintains three 

backup copies of user-level 

information:  

•  Disk (online for 90 days)

•  Backup copy transfer from Main 

Shared Storage to Archival 

Storage (offline for 365 days)

•  Replicated NetApp from Primary 

to DR Site



Trust in 3DS OUTSCALE Cloud
3DS OUTSCALE provides an enterprise-class IaaS cloud (“3DS OUTSCALE Cloud”) 

solution for on-demand computing infrastructure that is highly configurable and 

interoperable. The 3DS OUTSCALE cloud allows for a flexible infrastructure with the 

ability to deploy customer Virtual Machines (VMs), provide secure cloud storage using 

Object Storage Unit and/or networking. IaaS customers can install their own applications 

and data in the provided virtual environments, with resources that can be categorized as 

compute resources, storage resources, and network and security resources.

The information in this fact sheet consists 

of just a portion of 3DS OUTSCALE’s 

policies and security measures that can 

keep your organization’s data safe from 

internal and external threats. 
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3DS OUTSCALE 
Data Center Details
LOCATIONS: 

Clifton, NJ

Certifications: ISO 9001, ISO 27001, ISO 14001, ISO 50001, SOC 2, PCI-DSS, 

FISMA NIST SP 800-53, The Monetary Authority of Singapore Act

Security: The facility uses a full array of security measures including bollards, 

mantraps, access control systems and surveillance systems.

Power: Switchgear and electrical equipment is backed up by redundant 

generators. Power is served via fully redundant electrical systems and highly 

efficient and reliable UPS.

Santa Clara, CA

Certifications: HIPAA, ISO 27001, NIST 800-53/FISMA, PCI DSS, SOC1 Type II, 

SOC 2 Type II

Security: Each IBX center utilizes an array of security equipment, techniques 

and procedures to control, monitor and record access to the facility, including 

customer cage areas.

Power: Systems with built-in redundancy, full interruptible power supply, and at 

least n+1 power redundancy. 24-48 hours of emergency power.

ABOUT 3DS OUTSCALE 

•  Founded: 2010 

•  Executive Leadership:

 •  Laurent Seror, Founder and 

Global CEO

 • Robert Rosborough, US CEO 

•  # of Employees: 168 

•  Global HQ: Saint-Cloud, France 

•  US HQ: Ridgewood, NJ

•  Key Partners: Cisco, Intel, Nvidia, 

NetApp

•  Certifications: ITAR

CONTACT US:  

contact-us@outscale.com 


