
In April 2017, a simple human typo caused a massive Amazon Web Services™ 
(AWS™) S3 outage. Cyence, a startup that tracks and reports on the economic 
impact of cyber risks and attacks, estimated the cost to S&P 500 companies at a 
total of $150 million. A diverse range of companies were all affected by the 
outage, including Nike, Netflix, Spotify, Buzzfeed, Slack and AirBnB, as well as an 
unknown number of IoT-connected devices that might be found throughout the 
home. 

This event brought to light the potential risks that come with Cloud Computing and 
the need to be prepared. Because it’s a matter of when an outage will happen 
rather than if, it's critical that all businesses have a backup plan to minimize the 
potential impact on one’s customer service, revenue and brand.

How to Survive the 
Next Big Cloud Outage

Performance
We allow you to customize 
your servers to best fit your 
needs. When it comes to 
building a Cloud computing 
infrastructure that meets 
your performance demands, 
we stand alone.

Scalability
Consider Outscale your 
tailor-made Cloud Solution—
an automated and scalable 
Cloud designed to support 
your complex IT projects 
while controlling your 
operational costs.

Security
We offer a powerful and 
highly secure Cloud that 
meets the highest standard 
of safety and reliability of 
technical redundancy, at no 
additional cost.
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The Multi-Cloud Solution
The solution to this potentially devastating problem lies within an old saying in the data 
center industry: “If your data doesn't exist in more than one place, it doesn't exist at all” 
— meaning that data isn’t truly safe from outages or natural disasters unless it exists in 
more than one data center through two different providers. 

The multi-cloud solution, which provides protection against future outages, requires two 
compatible providers in different geographical regions with a scheme to replicate the 
data and/or infrastructure onto both platforms. Costs would increase by the amount that 
a second provider would charge, which is usually about 1/3 of the total cloud operating 
costs. Simple management and maintenance means that if there is an outage with one 
of the providers, a business can quickly and easily make the switch and retain full 
compute and storage capabilities in the short time it takes to launch the instance.

Just How Much Damage Could A Cloud Outage Cause?
In addition to the potential for lost revenue during an outage, imagine the number of 
complaints a business could receive. If a business has 50,000 customers and just 10% 
reach out to complain, that’s 5,000 complaints to address. That’s an incredible amount of 
wasted time and energy that could have been spent acquiring new customers and 
growing the business. Those unhappy customers are also likely to share their less-than-
positive experiences with friends and family, in person or through social media, and might 
move on to do business with competitors. 

According to The State of Global Disaster Recovery Preparedness Benchmark Survey, 
experts estimate that the cost of losing critical applications is more than $5,000 per 
minute. Nearly 20% of the surveyed companies indicated losses of between $50,000 to 
over $5,000,000 after losing critical applications and/or data. 

Figure 1: Costs of losing critical applications and/or data.
Courtesy of The State of Global Disaster Recovery Preparedness Benchmark 
Survey. Survey respondents include a variety of roles in large and small 
companies from around the world.
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Key Considerations
Before transferring data and/or replicating infrastructure to an additional cloud provider, 
businesses should ask a few key questions to ensure that proper disaster recovery 
plans and security measures are in place, for both physical and digital threats: 

• Will you be prepared with a business continuity plan when disaster strikes?
• If you do have a disaster recovery plan, is it up-to-date? What plans do you currently 

have in place to protect your business in the event of a disruption or disaster?
• Are the vendors you are considering using proven technology? 
• What kind of support is offered by the vendors under consideration? What different 

types of back-up and multi-cloud redundancy does the vendor offer?
• Is instant access to production applications in recovery environments available?

Businesses can combine the services of Outscale with another compatible cloud 
storage provider (such as AWS), establishing a primary and secondary provider. This 
strategy will prove to be a sound investment, potentially saving hundreds of thousands 
of dollars, if not millions, over time.

Contact Us
us.outscale.com

Sources
The State of Global Disaster Recovery Preparedness Benchmark Survey of 2014: 
http://drbenchmark.org/wp-content/uploads/2014/02/ANNUAL_REPORT-
DRPBenchmark_Survey_Results_2014_report.pdf 
http://www.npr.org/sections/thetwo-way/2017/03/03/518322734/amazon-and-the-150-million-typo
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